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Data	  breaches,	  large	  scale	  compromises	  of	  consumers'	  personal	  
data,	  have	  taken	  the	  na)on	  by	  storm	  over	  the	  past	  half	  decade.	  
While	  studies	  have	  been	  conducted	  regarding	  consumer	  
sen)ment	  a@er	  being	  aﬀected	  by	  a	  data	  breach,	  none	  have	  
aBempted	  to	  understand	  how	  data	  breaches	  impact	  consumer	  
behavior.	  Focusing	  on	  three	  groups	  of	  consumers,	  those	  directly	  
impacted	  by	  data	  breaches,	  those	  indirectly	  impacted,	  and	  
those	  not	  impacted,	  the	  objec)ve	  is	  to	  determine	  how	  the	  
personal	  data	  security	  behaviors	  of	  the	  groups	  vary.	  Millions	  of	  
consumers	  have	  been	  impacted	  by	  data	  breaches	  that	  cost	  
organiza)ons	  incredible	  amounts	  of	  money.	  The	  goal	  is	  to	  
provide	  insight	  on	  how	  these	  consumers	  behaved	  in	  the	  past	  
and	  how	  they	  behave	  now.	  
	  
Example	  Ques)ons	  
1.   Secondary	  Research	  
•  Ponemon	  Ins)tute	  Reports	  
•  Iden)ty	  The@	  Resource	  Center	  Reports	  
2.   77-­‐Ques)on	  Qualtrics	  Survey	  
•  220	  Survey	  Respondents	  
•  Screening	  to	  determine	  direct,	  indirect,	  or	  no	  experience	  with	  data	  breaches	  
•  Mixture	  of	  behavior-­‐related	  and	  sen)ment-­‐related	  ques)ons	  
3.   Chi-­‐Square	  Analysis,	  Propor)ons,	  and	  ANOVA	  
•  Chi-­‐Square	  Analysis	  used	  to	  iden)fy	  any	  diﬀerences	  among	  previous	  and	  current	  data	  
security	  behaviors	  
•  Propor)on	  analysis	  used	  to	  iden)fy	  diﬀerences	  between	  groups	  on	  why	  they	  did	  or	  did	  
not	  change	  behavior	  
•  ANOVA	  used	  to	  iden)fy	  diﬀerences	  in	  emo)ons	  between	  groups	  
Do	  you	  change	  your	  
passwords	  regularly?	  	  
	  
	  
	  
Did	  you	  change	  your	  passwords	  
regularly	  before	  hearing	  about	  
data	  breaches?	  
	  
Have	  you	  taken	  
security	  measures	  with	  
regards	  to	  debit	  cards?	  
	  	  
	  
How	  vulnerable	  to	  
iden;ty	  the<	  do	  you	  
feel	  at	  this	  moment	  in	  
;me?	  Were	  these	  a	  result	  of	  data	  
breaches?	  
Hypothesis:	  Consumers	  who	  have	  been	  directly	  impacted	  by	  
data	  breaches	  will	  take	  more	  precau)ons	  to	  protect	  their	  
personal	  informa)on	  than	  consumers	  who	  have	  been	  indirectly	  
impacted	  or	  not	  impacted	  by	  data	  breaches.	  
Consumers	  not	  impacted	  by	  data	  breaches	  will	  have	  done	  less	  to	  
protect	  their	  personal	  data	  and	  informa)on.	  
Consumers	  indirectly	  impacted	  by	  data	  breaches	  may	  have	  taken	  
ac)ons	  to	  protect	  their	  personal	  data	  and	  	  informa)on.	  
Consumers	  directly	  impacted	  by	  data	  breaches	  will	  have	  taken	  
the	  most	  ac)ons	  to	  protect	  their	  personal	  data	  and	  informa)on.	  
Chi-­‐Square	  Analysis	  for	  Behaviors	  
Figure	  1:	  Hypothesized	  Outcome	  for	  the	  3	  Groups	  
Figure	  2:	  Chi-­‐Square	  Analysis	  
of	  Password	  Changing	  
Figure	  3:	  Chi-­‐Square	  Analysis	  
of	  Debit	  Card	  Security	   011111	  Conclusion	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In	  the	  follow-­‐up	  ques;ons	  asking	  
why	  consumers	  either	  did	  or	  did	  
not	  change	  their	  behavior	  as	  a	  
result	  of	  being	  impacted	  by	  a	  data	  
breach,	  there	  were	  diﬀerences	  
among	  propor;ons	  between	  
groups	  for	  debit	  cards	  and	  
personal	  security	  services.	  
ANOVA	  Test	  for	  Sen)ment	  and	  Emo)ons	  
Figure	  4:	  Chi-­‐Square	  Analysis	  of	  SSN	  
Figure	  5:	  Propor;on	  test	  for	  behavior	  decisions	  
Findings:	  At	  a	  lower	  CI,	  data	  breaches	  appear	  to	  impact	  consumer	  emo;ons	  diﬀerently	  based	  on	  
which	  of	  the	  three	  respondent	  categories	  they	  were	  in.	  
At	  a	  99.90%	  conﬁdence	  
interval	  there	  appear	  to	  be	  
signiﬁcant	  diﬀerences	  
between	  the	  three	  consumer	  
groups	  with	  regards	  to	  
sen;ment.	  However,	  not	  
consistently,	  as	  is	  shown	  in	  
the	  iden;ty	  the<	  ques;on.	  
• The	  data	  paints	  a	  very	  inconsistent	  picture	  for	  both	  consumer	  
behavior	  and	  sen)ment.	  However,	  for	  most	  behaviors	  there	  are	  
no	  diﬀerences	  between	  groups.	  
• For	  the	  6	  behavior-­‐related	  ques)ons	  that	  could	  be	  analyzed	  
with	  Chi-­‐Square,	  only	  1	  yielded	  signiﬁcant	  diﬀerences	  between	  
groups.	  
• Consumers	  varied	  in	  whether	  or	  not	  they	  provide	  SSNs	  to	  organiza)ons	  
• Consumers	  who	  were	  directly	  impacted	  by	  data	  breaches	  were	  s)ll	  more	  likely	  to	  
provide	  their	  SSNs	  than	  the	  two	  other	  groups	  
• For	  the	  4	  ques)ons	  posed	  to	  determine	  whether	  a	  changed	  
behavior	  was	  due	  to	  data	  breach	  impact,	  2	  had	  varying	  
propor)ons.	  
• Consumers	  directly	  impacted	  by	  data	  breaches	  changed	  their	  debit	  card	  behavior	  
more	  than	  other	  groups	  
• Consumers	  directly	  impacted	  by	  data	  breaches	  changed	  their	  personal	  data	  
security	  service	  behavior	  less	  than	  other	  groups	  
• The	  survey	  data	  may	  show	  that	  feelings	  towards	  data	  security	  
diﬀer	  signiﬁcantly	  across	  groups	  
• Consumers	  felt	  diﬀerent	  levels	  of	  safety,	  threat,	  and	  vulnerability	  based	  on	  their	  
grouping	  according	  to	  ANOVA	  tests	  
• However,	  this	  did	  not	  translate	  into	  their	  concern	  over	  iden)ty	  the@	  
There	  is	  not	  signiﬁcant	  evidence	  to	  support	  the	  no)on	  that	  consumer	  
behavior	  with	  regards	  to	  personal	  data	  and	  informa)on	  security	  
varies	  signiﬁcantly	  based	  on	  previous	  experience,	  or	  lack	  thereof,	  
with	  data	  breaches.	  
• Limita)ons	  
• Obtaining	  a	  racially	  diverse	  sample,	  a	  sample	  of	  those	  with	  signiﬁcant	  ﬁnancial	  or	  legal	  
repercussions,	  and	  a	  sample	  of	  those	  without	  internet	  
• Wording	  of	  ques)ons	  was	  vague	  in	  an	  aBempt	  to	  have	  all	  three	  groups	  answer	  the	  same	  
ques)ons	  
• Lack	  of	  sta)s)cal	  tes)ng	  for	  ques)ons	  related	  to	  behavior	  changes	  
• Future	  Research	  
• Why	  diﬀerences	  in	  emo)on	  are	  not	  transla)ng	  to	  dis)nct	  diﬀerences	  in	  behavior	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Findings:	  There	  were	  no	  signiﬁcant	  diﬀerences	  for	  most	  behaviors	  between	  the	  three	  groups.	  
Findings:	  Data	  breaches	  impacted	  why	  consumers	  changed	  behavior,	  but	  not	  in	  every	  case.	  
